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Background

The Defence Innovation Accelerator for the North Atlantic ("DIANA”) works to
accelerate the development of emerging and disruptive technologies across the NATO
Alliance. Through a cross-alliance pool of technology innovators, DIANA aims to
establish a ground-breaking industrial base supporting a dual-use technology pipeline
to meet NATO’s varied and increasingly complex defence needs.

NATO operates in a world marked by systemic global risks and challenges including
pandemics, climate change, resource scarcity, cyber security, and nuclear threats.
Simultaneously, emerging domains like artificial intelligence (“Al”) and quantum
technology present risks from strategic competition to malicious or negligent misuse.
Such risks threaten NATQO's core objectives of collective defence for the preservation
of peace and security. Together with its partner organisation, the NATO Innovation
Fund, DIANA is creating and strengthening effective and responsive Allied ecosystem
from which advanced solutions will emerge. Global security challenges are rapidly
evolving, complex, interconnected and increasingly interdependent, so this
ecosystem must be flexible, resilient, scalable and sustainable, while adopting a risk-
based approach to support the development of technology solutions across a broad
set of problems. Throughout the fulfilment of its objectives, DIANA will be guided by
principles of responsible technology development and innovation, striving for
solutions that are effective, ethical and accountable.

The DIANA 2024-2025 Strategic Direction defines dual-use priority Focus Areas that
combine the potential to address NATQO’s security and defence needs, scientific and
technical feasibility, and market potential, providing a structural framework
developed with guidance from the Allies. These Focus Areas in turn form the basis
for Challenge Statements, developed to be as technologically agnostic and non-
prescriptive as possible, allowing innovators the greatest flexibility and creativity in
proposing novel solutions free from preconceived constraints or methods.

The ten Challenge titles are listed below with the detailed Challenge Statements
in the subsequent sections:

1. Energy and Power

2. Advanced Communication Technologies
3. Contested Electromagnetic Environments
4. Human Resilience and Biotechnology

5. Critical Infrastructure and Logistics

6. Operations in Extreme Environments

7. Maritime Operations

8. Resilient Space Operations

9. Autonomy and Unmanned Systems

10. Data Assisted Decision Making
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1. Energy and Power

1. Challenge Summary: The energy sector is grappling with increasing demand,
ageing infrastructure, environmental concerns, and security vulnerabilities. The need
for location-independent on-demand power with high reliability and resilience
represents a fundamental enabler for the Alliance across a multitude of civilian and
military applications. This is further compounded by the anticipated power demands
of machine learning and electrified mobility. The Alliance seeks dual-use solutions
that ensure reliable power, resilience against threats, and adaptability to evolving
conditions.

2. Illustrative scenario: Due to a severe weather event, cascading operational
failure, or an adversary attack, large parts of an ageing power grid suffer catastrophic
failure leaving homes, businesses and critical systems without power. Traditional
grids rely on vulnerable centralised power stations, high voltage distribution lines and
exquisite step-down transformers. Amongst other innovations, rapid advances in
renewable energy technologies and modular power generation affords the possibility
of a distributed and decentralised power grid architecture that intelligently re-routes
power along low voltage lines based on local demand, local generation, and local
storage, mitigating these risks. Such architectures are also better suited for rapidly
evolving needs such as increasing utilisation of electrical vehicles and exponentially
growing demand for high performance computing, characterised by increased power
conversion efficiency requirements and complex distribution of supply. This
distributed paradigm is also ideal for microgrids in remote communities and dynamic
military operations.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Grid Resilience

o Resilient off-grid power generation systems, from renewable energy sources
such as solar, wind, tidal, wave, geothermal, and hydroelectric options, to
small modular nuclear fission or fusion reactors, ensuring continuous energy
supply in remote or disrupted environments.

o Energy storage and transportation including advanced Dbatteries,
supercapacitors, liquid or compressed hydrogen, and synthetic fuels, to
provide reliable and durable energy storage solutions that are easily
transported and safe to store in a combat zone.
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Energy Efficiency and Optimisation

o Technologies that enhance energy efficiency in digital transformation
processes, including low-power chips, energy-efficient data centres, and smart
grids.

o Quantum sensors for precise energy monitoring and quantum computing to
solve complex energy management tasks.

o Predictive energy management algorithms, models and artificial intelligence
systems to predict energy consumption patterns and optimise distribution,
reducing waste and improving overall efficiency.

Environmental Sustainability
o Green energy solutions that minimise carbon footprint and address climate
change challenges.
o Modelling tools to support circular economy practices and implementation in
energy production and consumption, focusing on recycling, reusing, and
reducing waste to create a sustainable energy ecosystem.

4. Adoption and Traction: Global demand for resilient energy technologies is
growing. The global microgrid market generated USD 76.9 billion in 2023 and is
projected to reach about USD 224 billion by 2030 (16% compound annual growth
rate). The advanced battery market is expected to expand from USD 79.9 billion in
2024 to roughly USD 134.7 billion by 2030 (9% compound annual growth rate). NATO
stakeholders note capability needs in deployable hybrid power systems, modular
generation, high-density storage and adaptive control, needed to sustain operations
when national grids fail. The alignment of this requirement with expanding
commercial markets defines a clear dual-use context for future solutions.
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2. Advanced Communication Technologies

1. Challenge Summary: State-of-the-art communication technologies provide data
sharing networks with unprecedented levels of bandwidth, latency and availability.
Further performance gains will be necessary to enable advancing technologies such
as autonomous networks and telemedicine. In both civilian and military contexts,
communication networks are increasingly prone to interference, jamming, cyber-
attack and physical sabotage. Next generation communications technologies must
therefore combine high levels of performance with resilience, redundancy and
adaptability in both civilian and military applications. The Alliance seeks dual-use
solutions enhancing the resilience and effectiveness of next generation
communications technologies for the robust and rapid exchange of data across
decentralised computing, sensing and communications networks.

2. Illustrative Scenario: The citizens of a remote town rely on data connectivity
for business, healthcare and emergency response. This connectivity is provided by a
local base station, which also serves a nearby military facility. Here, a specialised unit
is practicing search and rescue operations with a robotic unmanned ground vehicle,
which utilises a 5G connection to offer the operator real time decision making based
on a high-definition video feed. When the town is hit by an earthquake, the base
station is destroyed. After 24 hours, transportable 5G infrastructure arrives from a
nearby town. This is rapidly operationalised, thanks to an open radio access network
architecture and an artificial intelligence solution that optimises the functionality of
the original base station to the newly available assets. This restores full connectivity
to the town and allows the search and rescue unit to deploy their unmanned vehicle,
recovering casualties from the rubble whilst minimising risk to human life.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Radios and Antennas

o Disaggregated multi-vendor open radio access networks (*O-RAN") that match
the performance of monolithic solutions.

o Novel implementations of O-RAN intelligent controllers.

Software defined radio networks and software defined modems.

o Smart and reconfigurable antennas for high-gain multi-target beamforming
with low probability of interference.

o Conformal antennas for low-profile installation on trucks, ships and aircraft.

o Wideband antennas capable of communications across different operating
frequencies.

o Novel frequency hopping and spread spectrum radios to mitigate the impact
of interference and jamming.

O
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Analytics and Integration

O

©)

Advanced data analytics tools for real-time characterisation and localisation of
the local radio frequency field environment.

Automated optimisation and reconfiguration of packet switched mesh networks
in response to physical loss or cyber attack.

Methods for integrating edge processing and internet-of-things sensors with
cloud computing services via packet switched mesh networks.
Interoperability solutions connecting cellular networks with tactical radio
networks, satellite communication systems and terrestrial packet-switched
internet routing.

Network-enabled positioning and timing services.

Secure Networks

O

Secure, reliable, and resilient cross-domain solutions to enable the downgrade
and transfer of classified data between shared situational awareness tools on
networks of different security classification and national sensitivity levels, the
transfer of data in hostile and remote locations, and the support of operational
coordination and decision making.

Edge computing to push data processing to the edge of the network, closer to
the source of the data: internet-of-things devices, autonomous vehicles,
space-based systems and smart cities.

Advanced technologies such as quantum cryptography, post-quantum
cryptography and homomorphic encryption to secure data and prevent it from
being intercepted or altered.

Mesh networks and decentralised communication architectures to enhance
network resilience and redundancy, such as blockchain technology and
distributed ledger technologies.

Zero trust data sharing technologies, decentralised identity management and
other digital tools to secure role-based network access.

Emerging Communications Systems

O

(0]

O O O O O

Quantum sensors for the broadband and high sensitivity detection of
electromagnetic radiation.

Communication systems with integrated post-quantum cryptography.
Terahertz and mid-band communication systems for ultra-high-speed data
transfers.

Novel implementations and applications of 5G/6G technologies.

Laser terminals for free space optical communication systems.

Hybridisations of radio frequency and optical communication systems.
Non-line-of-sight optical communication systems.

Reconfigurable intelligent surfaces for high frequency communication systems.

For data provenance and counter-misinformation solutions please refer to the Data
Assisted Decision Making challenge.
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4. Adoption and Traction: NATO stakeholders have identified secure, high-
bandwidth communications as a critical capability need and an enabler for all other
operations. On the civilian side, the global 5G infrastructure market is projected to
expand from USD 34 billion in 2024 to about USD 540 billion by 2032 - an implied
compound annual growth rate of roughly 42%. The convergence of this market
growth with the Alliance’s stated need frames the purpose of this challenge;
advancing technologies that keep data links available and trustworthy when
infrastructure is disrupted or the spectrum is contested.
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3. Contested Electromagnetic Environments

1. Challenge Summary: Sensing and surveillance technologies often operate in
contested and congested electromagnetic environments, where the spectrum
bandwidth is limited due to unintentional interference by commercial and industrial
use or due to intentional jamming by hostile actors. Other devices using the
electromagnetic spectrum, such as radar or space-based navigation systems, may
also be subject to interference, jamming and spoofing, leading to disablement or
performance degradation. This interference can be countered using novel sensor
technologies which are inherently robust against electromagnetic noise, through the
accurate measurement and intelligent management of the electromagnetic spectrum
or using alternate sensing systems. These technologies are equally applicable in
civilian and military environments. The Alliance seeks dual-use sensing, navigation,
data link, spectrum analysis and management solutions that ensure operational
robustness and resilience in electromagnetic contested and congested environments.

2. Illustrative Scenario: Military unmanned aerial vehicles ("UAVs") equipped with
advanced imaging sensors are used for surveillance and target reconnaissance. The
sensors generate large amounts of data, which is transmitted back to the operator
using a dedicated radio link. Simultaneously, the operator relies on a radar system
to detect incoming hostile UAVs. Effective communications with the UAVs and the
function of the radar system are temporarily compromised when the local area is
suddenly saturated in electromagnetic noise. Fortunately, a novel suite of sensors
rapidly characterises the local electromagnetic environment. Using this information,
an artificial intelligence (AI) solution promptly calculates alternative transmission
frequencies for the UAV communications and radar systems, allowing continued
operations. Over the subsequent hours the electromagnetic signal changes, but the
Al solution responds in real time. Finally, multiple sensors are used to correlate the
interfering signals to localise their source, allowing it to be removed. This scenario is
equally applicable for civilian monitoring and inspection applications affected by
industrial electromagnetic interference.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Spectrum Management
o Efficient spectrum analysis techniques: New technologies for detection and
identification of weak signals and small electromagnetic field changes,
including quantum enabled sensors.
o Dynamic spectrum resource allocation: Artificial intelligence solutions to
optimise resource assignment in congested electromagnetic environments and
novel protocols for spectrum management.
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Novel Sensors

o Sensors that support high speed data transmission over radio links in
electromagnetic congested environments.

o Software defined radio systems which can be rapidly adapted to the evolving
electromagnetic spectrum.

o Systems that utilise novel waveforms to increase sensing and communications
performance.

o Cognitive sensors for agile and intelligent adaption to rapid electromagnetic
changes.

o Smart materials to enhance sensor resilience in the presence of
electromagnetic noise.

Alternative Sensing, Navigation and Data Link Systems

o Position, navigation and timing systems that are resistant to spoofing and
jamming: inertial, magnetic and quantum-enabled sensors, computer vision-
based navigation and sensing, and celestial navigation systems.

o Novel millimetre-wave, terahertz or optical sensing and data links.

o Quantum single photon light detection and ranging (“LIDAR”) for Ilow
probability of intercept sensing and quantum ghost imaging systems for covert
sensing.

o Quantum radar for conventional jamming immunity.

o Quantum non-line of sight LIDAR for detection around corners or behind
obstacles.

o Ad hoc mesh data links and communication networks as autonomous
deployable communication resources for navigation and sensing.

4. Adoption and Traction: Smart-sensor technologies that can adapt to a crowded
electromagnetic spectrum are on a steep growth path: the global market is forecast
to rise from USD 61.9 billion in 2024 to about USD 136 billion by 2029, an implied
compound annual growth rate of roughly 17%. In parallel, NATO’s enterprise vision
for command-and-control of electronic warfare notes that operational commanders
lack the tools to understand the electromagnetic environment and to orchestrate
electronic warfare activities at the speed and scale required for joint operations. The
overlap between this documented Alliance need and rapid commercial expansion in
adaptive sensing, spectrum analysis and resilient data-link technology defines a clear
dual-use runway for innovators.
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4. Human Resilience and Biotechnologies

1. Challenge Summary: In the 21t century, the intersection of life sciences and
biotechnology has led to transformative advancements in personalised medicine and
health, food security, biomanufacturing, and combating disease. Still, boosting
human survival and health remain challenging, especially during war or natural
disasters. In this context, establishing a continuum of care for military personnel is
key to allied medical offset strategy. Civilian and military medical units must be
resilient, agile, and equipped with advanced biotechnology and medical technologies,
for example for Chemical, Biological, Radiological, Nuclear and Explosive ("CBRNE")
response and trauma care. This challenge aims to enhance and protect human health
and performance, equipping humans to handle extreme physical and mental
demands. The Alliance seeks cutting-edge biomedical, biotechnology, bioengineered,
synthetic and computational dual-use solutions to protect the wellbeing and security
of NATO citizens and military personnel.

2. Illustrative Scenario: A soldier is severely wounded by a first-person view drone.
Another unit member, enhanced with an exoskeleton and a pharmaceutical metabolic
enhancer, swiftly reaches the soldier, enabling rapid extraction. Auto-injection of
stabilising drugs suppresses bleeding and manages pain. Vital signs are monitored
by wearable artificial intelligence (AI) and a telemedicine uplink, providing real-time
data and expert advice, significantly improving survival chances. The soldier is
prepared for medical evacuation (“*medevac”), and a medevac drone arrives with
medical supplies and robotic arms. The soldier is successfully evacuated to a field
hospital for further treatment.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Trauma Triage, Assisted Medevac and Care

o Wearable technology to monitor human states, vital signs, blood loss, and
shock and to alert medical teams for pre-emptive interventions and triage in
mass casualty events.
Al technology to assist with high-volume triage decisions.
Telemedicine platforms to provide immediate support in medical emergencies.
Drone-supported, autonomous, Al-supported and automated medevac
platforms and technologies for quick extraction from a casualty zone.

o Increasing survivability through extreme environment medical interventions
(such as medevac, drones, caskets, pods).

o Automated identification of any CBRNE agent on a casualty coupled with
subsequent automated decontamination.
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o

Personalised resuscitative fluids, blood or freeze-dried plasma with the
capacity to carry oxygen, promote clotting, replace volume and maintain
physiological and immunological homeostasis.

Non-pharmacologic wound infection prevention, treatments and nonsurgical
methods to treat non-compressible haemorrhage.

Physiological Monitoring and Support

©)

Real-time monitoring and predictive analysis to enhance performance and
health and prevent injury.

Advanced biosensors and Al algorithms to assess physical and psychological
stress, sleep deprivation, and cognitive load for personalised support.
Non-intrusive, real-time biosensors and Al for tele/digital medicine, predictive
modelling and remote surgery.

Durable, self-powered wearable devices for continuous health and
performance monitoring in extreme conditions including space.

Wearable technologies to monitor metabolic state, hydration levels, g-forces
and thermal stress.

Near real-time systems predicting health and performance degradation and
mitigation actions for personalised interventions, treatments, and training
regimens in all domains.

Systems scale modelling tools for civilian and military healthcare systems,
medical asset management and logistics operating during prolonged conflict
scenarios.

Electro-encephalograph tools for optimal decision-making and physiological
monitoring.

Human-Machine Interfaces

©)

Exoskeletons, dexterity wearables and devices that enhance physiological
capabilities.

Next-generation human compatible protective armour, prosthetics and
implants. Advanced and autonomous robotic prosthetics for enhancement and
restoration.

Neuro- and cognitive interfaces, stimulation, enhancement and augmentation
systems.

Augmented reality ("AR”) and virtual reality (“VR"”) systems for training,
simulation, real-time assistance or facilitating faster recovery, including VR-
based therapy.

Personalised recovery models that adapt to individual progress using
monitoring data.

Healthcare infrastructure and personnel resilience, focusing on mental,
cognitive and physical safety and protection.
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Biotechnologies

o Bio- and human compatible textiles, synthetic blood and heat concealing skin
covers.

o Technologies for recycling, re-sterilisation and safe reuse of medical material.

o Synthetic biology and biomanufacturing methods for scaling critical production
in contested environments, and future in-space production of super structures.

o Food production in extreme and hostile environments, including space.

o New therapeutic agents and tools to combat multi-drug-resistant organisms,
anti-microbial resistance and associated infections, sepsis and complications.

o Simple, small, robust and handheld devices that can provide medical data such
as blood type, disease state or CBRNE exposure from limited sample data such
as a fingerstick blood sample.

o Multi-omics and data models for the enhancement of tissue and physiological
performance.

o Multi-omics and data models for medical intervention for traumatic brain
injury, sepsis, infection and psychiatry.

4. Adoption and traction: Commercial forecasts indicate strong expansion across
high-impact health technologies: the precision-medicine market is expected to grow
from roughly USD 102 billion in 2024 to about USD 471 billion by 2034 (16%
compound annual growth rate), while human-augmentation technologies are
projected to rise from around USD 169 billion in 2023 to nearly USD 886 billion by
2032 (19% compound annual growth rate). Against this backdrop, NATO
stakeholders identify health resilience, rapid trauma care, CBRNE response and
performance enhancement as priority capability needs. This overlap between
expanding markets and the Alliance’s requirements sets a clear dual-use context for
innovators in biomedical sensing, synthetic biology and wearable augmentation.
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5. Critical Infrastructure and Logistics

1. Challenge Summary: Critical infrastructure and logistics face significant
challenges to resilience and adaptability in the face of evolving threats and demands.
Additive manufacturing, metamaterials, and nanotechnology all offer promising
solutions to these challenges, but often fall short due to limitations in scalability,
material properties, and integration capabilities. Additive manufacturing struggles
with slow production speeds and material limitations, metamaterials face hurdles in
design, fabrication and characterisation, and nanotechnology encounters technical,
safety, and regulatory challenges. Meanwhile each of these technologies requires a
complex logistical chain to deliver the right materials to the right places at the right
time. The Alliance seeks dual-use solutions that ensure resilient and adaptable critical
infrastructure and logistics across all its operations and supply chains.

2. Illustrative Scenario: A powerful hurricane is forecasted to hit a major city within
the next 48 hours. The storm is expected to cause significant damage to roads,
bridges, and other transportation infrastructure, potentially disrupting supply chains.
Despite the severe impact of the hurricane, local hospitals, power, water,
communications and protective services must continue to operate effectively,
providing essential services to the community. To ensure that critical supplies are
delivered without delay, proactive artificial intelligence informed planning and
adaptive logistics strategies are leveraged. Climate modelling and predictive
maintenance algorithms inform disaster severity predictions and help focus
preparations near the most vulnerable regions. After the disaster, internet-of-things
sensor networks provide rapid damage assessments. Machine learning algorithms
and radio-frequency identification tags track supply chains and identify bottlenecks
and obsolete components that may hamper recovery and restoration efforts.
Augmented reality allows emergency services crews to examine collapsed buildings
and failed infrastructure to prepare for field operations. In the field, portable
communications and power are rapidly deployed, while advanced manufacturing
techniques like 3D printing and automated welding restore essential services to full
capacity. Autonomous vehicles and exosuits empower rescue and construction
teams.

3. Exemplar Enabling Technologies: The following lists provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Predictive Maintenance and Real-Time Monitoring
o Predictive models to forecast disruptions and maintenance needs, allowing for
proactive measures to maintain infrastructure and ensure supply chain
continuity.
o Distributed sensing and edge computing technologies to enable real-time
situational awareness and predictive maintenance of critical infrastructure.
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Supply Chain Mapping and Analysis
o Advanced technologies for mapping complex and dynamic supply chain
pathways for both physical and digital goods. This includes creating digital
twins of supply chains to visualise and analyse vulnerabilities and risks, and
Internet-of-Things technologies to collate data.

Additive Manufacturing

o Advanced additive manufacturing for on demand production of critical
components and goods at the point of need, reducing dependency on
traditional supply chains.

o Secure data transmission for secure, tamper-proof, and auditable transmission
of component data for additive manufacturing.

o Repair techniques that can be performed autonomously or remotely in austere
environments.

Supply Chain Integrity and Traceability
o Distributed ledger technologies for ensuring the integrity, traceability, and
provenance of goods and data throughout the supply chain.
o Systems for verifiable transactions to prevent fraud, counterfeiting, and
unauthorised alterations in the supply chain.

Quantum Computing and Hybrid Architectures
o Strategic analysis and wargaming of supply chains with quantum computing
and quantum-inspired algorithms for optimisation and risk assessment of
logistical and supply chain problems.
o Hybrid quantum-classical systems to leverage the strengths of both computing
paradigms for complex supply chain management tasks.

Novel Materials

o Self-healing materials, meta-materials, nanotechnology and associated
production techniques that enhance material properties, enabling advanced
components and systems for more resilient, cost-effective infrastructure and
supply chains.

o Smart materials for adaptive camouflage, structural health monitoring or
energy harvesting, such as piezoelectric or thermoelectric materials to power
sensors and other devices.

o Efficient digital models for material design, validation of manufacturing
processes and rapid prototyping.

4. Adoption and Traction: NATO stakeholders have identified resilient critical
infrastructure and assured supply chains as priority capability needs. Commercial
trends underline the opportunity: the global additive-manufacturing market is
expected to grow from roughly USD 22 billion in 2024 to about USD 110 billion by
2033 (20% compound annual growth rate). In parallel, spending on critical-
infrastructure protection solutions is projected to rise from USD 148 billion in 2024
to nearly USD 190 billion by 2030 (4% compound annual growth rate). The
convergence of these growth trajectories with the Alliance’s stated requirement
frames a clear dual-use context for innovations in predictive maintenance, secure
additive manufacturing and supply chain analytics.
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6. Operations in Extreme Environments

1. Challenge Summary: The Arctic and other extreme environments present unique
challenges for remote communities, research, natural resources exploration and
defence operations. Great distances, cold, heat, humidity, dust, radiation, corrosive
environments, rugged terrain and lack of infrastructure significantly limit the
effectiveness of standard personnel training, equipment, and systems. The Arctic in
particular presents many of these obstacles in a multi-domain theatre of increasing
strategic relevance. The Alliance seeks dual-use technologies and innovative
solutions to ensure effective and safe operations in the planet’s most challenging
environments.

2. Illustrative Scenario: During an Arctic operation, a soldier is critically wounded
and needs immediate open chest surgery in sub-zero temperatures. A medical team
is rapidly inserted by sea and leverages pre-positioned supply depots and portable
assets to establish a heated, camouflaged tent on the polar ice, designed to be sterile
and present minimal heat signature. Portable heating maintains a patient-safe
temperature inside, allowing a surgeon to perform the procedure with precision. A
heated blood storage pack is autonomously delivered, ensuring the blood supply
remains viable. The blood supply drone is equipped with low profile de-icing systems.
After surgery, the soldier is stabilised and prepared for concealed evacuation using
robust polar navigation systems, highlighting the strategic planning required to save
lives in extreme conditions. Human survivability is the priority and a requirement for
viable operations in arctic and extreme environments.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Ruggedisation
o Materials and integrated systems that operate effectively across extreme levels
of temperature, humidity, corrosion, radiation, dust, and icing without
performance degradation, including low profile concealed de-ice systems and
all-weather personnel clothing.
o Advanced de-icing systems for land, sea and air.

Energy Solutions

o Portable and modular power systems with integrated weather proofing and
large thermal operating range.

o Modular power technologies including wind and solar power, nuclear power and
geothermal power, for both deployable teams and installed facilities.

o Power technologies that exploit mobile power sources including piezoelectric
generators, and low-quality waste heat scavenged from vehicles or the human
body.

o Systems for refuelling ships at sea, ship-to-shore and shore-to-ship power,
biofuels and synthetic fuels.
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Autonomous Systems
o Autonomous systems with enhanced thermal operating range, travel distance
and level of ruggedisation that can operate without breaking concealment.
o Autonomous navigation systems that can operate in severe weather, limited
light and limited visibility.

Environmental Resilience

o Technologies that support efficient transport to remote locations, tailored
supply chains, fresh water supply, healthcare, and operational support across
vast distances.

o Unattended and agent-agnostic sensors for pathogen detection, anticipating
emerging pathogens from melting permafrost.

o Medical counter measures such as heated blood bags with undetectable heat
signatures, antidotes, and atropine for extreme conditions.

o Atrtificial intelligence (AI) and model-driven systems to optimise arctic and
extreme environments war fighter selection and training.

o Protective equipment using electrostatic repellent properties for thermal
regulation and moisture management, and for protection against
environmental hazards and chemical, biological and radiological threats.

o Hydrophobic textiles, bio- and advanced materials for clothing, equipment or
smart uniforms designed to protect against water ingress, hypothermia and
heat shock.

o Extremely distributed command posts, including concealed wired and wireless
communications supporting portable command and control tools.

Surveillance and Reconnaissance

o Secure, stable, and resilient satellite communications with broad coverage,
redundancy, signal and signature concealment in extreme weather conditions
and high latitudes.

o Predictive systems for weather, sea, and ice conditions, including local
forecasts and early warning systems.

o Reliable and cross-domain positioning, navigation, and timing that is resilient
to loss of space-based navigation solutions in poor weather and whiteout
conditions.

o Technologies for deception, distraction and concealment, signature
management and signal jamming automation.

o Enhanced surveillance and reconnaissance capabilities using advanced
sensors, artificial intelligence/machine learning modelling and fusion
techniques for actionable intelligence and decision-making in extreme
environments.

o Open-source radar and technologies supporting intelligence gathering from
civilian vessels and seabed-to-space situational awareness.
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4. Adoption and Traction: From 2013 to 2023 the number of unique ships entering
the Arctic Polar Code area grew from 1,298 to 1,782 (an increase of 37%) while the
aggregate distance sailed more than doubled from roughly 6.1 million to over 12.9
million nautical miles (+111%). This sustained rise in activity signals broader
commercial and governmental engagement across the region and a corresponding
need for equipment, energy solutions and logistics that remain effective in extreme
cold, low-infrastructure settings. Multiple NATO members have likewise designated
Arctic and other harsh-environment operations as priority capability needs. The
convergence of this expanding operational demand with the Alliance’s requirement
provides a clear dual-use opportunity for innovators.
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7. Maritime Operations

1. Challenge Summary: Military and civilian operations increasingly leverage
complex groups of assets across land, sea, air, space and cyberspace, all requiring
seamless command and control. The maritime environment particularly suffers
unique challenges, operating in cold, wet, salty conditions, with congested shipping
lanes and rapidly changing environmental conditions. To address these challenges,
the Alliance seeks secure, integrated dual-use solutions to provide real-time
situational awareness, aid decision-making and empower operations across vast
maritime theatres.

2. Illustrative Scenario: A deep-sea fibre-optic cable, responsible for handling
transatlantic internet traffic, experiences signal disruptions in international waters.
An anomaly detection system flags unusual seismic activity near the cable, causing
tsunami early warning systems to activate. After the disaster alert is resolved, a team
deploy to inspect the cable. The cable has become fouled and partially buried,
rendering inspection difficult even in shallow water. Due to the possibility of
adversary interference or sabotage in the area, a support fleet is assigned to
accompany the repair team. This support fleet consists of manned and unmanned
submarines, aircraft, supporting space assets, blue water surface vessels, brown
water littoral vessels, and expeditionary forces ashore. Operations must continue
throughout a variety of weather conditions and sea states, with full situational
awareness of the nearby shipping lanes and flight corridors. Novel sensors on each
of the vehicles share data through mesh networks into a distributed processing cloud
that fuses local data with satellite imagery, providing unprecedented situational
awareness for fleet command and remote operations centres.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Sensors

o Sensing and surveillance systems for regional theatre and local battlegroup
situational awareness, including both vehicle borne and static fixed sensors,
such as radar, sonar, gravimetric and magnetic sensors.

o Sensors for the detection and localisation of unknown underwater vehicles and
undersea mines.

o Sensor fusion technologies that integrate data from platforms including
satellites, autonomous vehicles and underwater sensors.

o Artificial intelligence (AI) driven analytics to process and interpret large
volumes of sensor data, ideally distributed over a mesh network of computing
assets, correlating noisy data from a diverse set of sensors to detect, locate,
and characterise unknown vehicles.
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Platforms

o Resilient and adaptable uncrewed surface vehicles (“*USVs”) and undersea
vehicles ("UUVs"), particularly when manufactured using rapid and cheap mass
production techniques.

o Immediate area sensing systems for sea and undersea autonomous vehicle
navigation.

o Algorithms for autonomous navigation, threat detection, and mission execution
in complex environments.

o Manipulators and end-effectors for sea and undersea autonomous vehicle
operations, such as inspection and maintenance of sea and undersea
infrastructure, wide area search for wreckage or minerals, and removal of
undersea mines.

Communications, Command and Control Systems
o Interoperable communication networks that link sea, air, land, cyber and space
assets.
o Underwater communications, such as acoustic or low frequency radio.
o Solutions for fusing multi-domain intelligence into a single, interactive display
to create a common operating picture.

Modelling and Simulation
o Digital twins simulating maritime systems for crisis response, training and
planning.
o Threat and anomaly predictive analytics for seagoing activities, from tactical
course-of-action planning to long term fleet scheduling and resupply.
o Seabed mapping around undersea cables, pipelines and other critical
infrastructure for maintenance and security.

Energy Solutions for Maritime Environments
o Energy solutions ruggedised against biological fouling and saltwater ingress.
o Technologies that exploit local power sources such as wave and tidal power.

For modelling and simulation including course-of-action planning and common
operating picture visualisation, refer to the Data Assisted Decision Making challenge.
For electronic warfare and spectrum management technologies, refer to the
Contested Electromagnetic Environments challenge. For interoperable multi-domain
communications systems, refer to the Advanced Communication Technologies
challenge. For UAS vehicles, refer to the Autonomy and Unmanned Systems
challenge. For solutions particularly suited to extreme environments such as the
Arctic, refer to the Operations in Extreme Environments challenge.

4. Adoption and Traction: NATO stakeholders highlight maritime multi-domain
operations linking seabed infrastructure, surface fleets and space-based sensors, as
a critical capability need. Commercial indicators reflect the same focus: the global
submarine-cable systems market is projected to grow from USD 18.2 billion in 2024
to about USD 29.7 billion by 2029, an implied 10% compound annual growth rate.
The alignment of this growth trajectory with the Alliance’s requirement underscores
a clear dual-use opportunity for innovators in maritime sensing, communications and
autonomy.
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8. Resilient Space Operations

1. Challenge Summary: Space is increasingly a key domain for both commercial
and military activities. Access and monitoring of the space environment is crucial for
Allies to protect assets from debris, energetic particles and radio emissions as well
as anticipating and defeating adversary threats. Space situational awareness
currently heavily leverages ground-based sensors like telescopes and radar, but
surveillance from orbital sensors is an underdeveloped method of improving
situational awareness. Furthermore, legacy charged particle and radio emissions
models rely on limited historical data in a discrete number of orbital regimes. Just as
air traffic management must account for weather events and radio spectrum use,
space traffic management must also adapt to this dynamic landscape. Meanwhile,
sustaining operations in an increasingly crowded space environment will require
frequent manoeuvring to avoid predicted collisions, very rapid revisit rates to track
manoeuvring targets, and on-orbit servicing to refuel for manoeuvres and repair
damage sustained due to space weather.

The Alliance seeks novel terrestrial and orbital sensors, connected to modern secure
communications systems, data storage and processing centres, and advanced
analytics, to inform risk analysis and strategic and tactical planning for civil and
military space activities. The Alliance also seeks technologies to support freedom of
manoeuvre in space, including novel propulsion systems and autonomous on-orbit
servicing, assembly and maintenance technologies.

2. Illustrative Scenario: A coronal mass ejection erupts from behind the limb of
the Sun, spiralling towards Earth. The rapid influx of charged particles bombards the
geostationary ("GEO") belt, disabling numerous satellites. Mistaking the disruption
for an attack on their GEO assets, an adversary sends a radio signal to activate a
dormant co-orbital anti-satellite weapon, hidden within a spent rocket upper stage in
super-GEO orbit. Utilising radar and optical laser target tracking, the weapon
intercepts and destroys a civilian satellite that provided surge communications
capacity to the Alliance. The shattered satellite fragments into millions of tiny pieces,
which quickly disperse into other orbital domains, colliding with additional satellites.
Proliferated super-constellations autonomously manoeuvre to avoid predicted
collisions, but their cascading movements create further conjunctions. The surge in
command-and-control messaging overwhelms the electromagnetic spectrum,
rendering some spacecraft unresponsive. Smart spectrum management and
frequency hopping allows command to be restored over the remaining satellites.
Some of these satellites are activated to gather debris; others approach damaged
vehicles to replace damaged components. The satellites that manoeuvred are
refuelled and unauthorised use of radio frequencies is recorded and prosecuted.
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3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Situational Awareness

O

Systems to detect and track resident space objects by performing all-sky
surveying to update debris catalogues such as those maintained by the Space
Data Association and US Combined Space Operations Center.

Systems to observe, characterise and identify resident space objects from
debris catalogue items, quantifying additional parameters such as rotation and
composition.

High precision propagators and efficient conjunction analysis algorithms to
forecast the future position of debris catalogue objects, predict most likely new
trajectories if a manoeuvre has occurred, and provide alerts if two or more
known objects are expected to approach each other.

Space weather sensing and forecasting, focusing on heliophysics models and
geomagnetic interactions informed by solar observatory data.

Space radiation measurement, modelling, and prediction, leveraging
proliferated space architectures providing higher temporal and spatial
resolution data points for the Earth-Moon radiation environment.

Space threat analysis and sharing tools, to augment those provided by the
Space Information Sharing and Analysis Center.

Assured Access to Space

O

Novel guidance navigation and control systems to manage station keeping and
attitude control with minimal propellant use.

Space-based electronic support measures and counter measures to sustain
operations in a noisy and actively jammed electromagnetic environment.
Spacecraft transponders to share positioning data autonomously with ground
stations and other spacecraft.

Automated space traffic alert and collision avoidance system to support
conjunction resolution.

Novel space-to-space communications to enhance data sharing and distributed
processing, provide resilient communications pathways, and enable automated
swarm and constellation operations.

Space-borne radar warning receivers to alert to active jamming attempts and
kinetic interceptor lock.

On-orbit servicing technologies to refuel vehicles and repair or replace
components.

Novel propulsion technologies to democratise access to space and sustain
freedom of manoeuvre once in space.

Radiation-tolerant space hardware to sustain operations during solar events
and minimise impacts from energetic particle events and lifetime ionising
doses.

Debris mitigation technologies for removing larger defunct rocket bodies (akin
to ghost ships in the ocean) and also smaller debris and dust gathering (akin
to filtering microplastics out of the Great Pacific Garbage Patch).
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For electromagnetic interference detection, geo-localisation, and intelligent spectrum
sharing, please refer to the Contested Electromagnetic Environments challenge. For
communications network optimisation and congestion avoidance, please refer to the
Advanced Communication Technologies challenge.

4. Adoption and Traction: Maintaining freedom of manoeuvre in orbit hinges on
timely awareness of debris, space-weather events and hostile actions, and on the
ability to reposition or repair satellites when threats emerge. The overall space
economy is forecast to expand from roughly USD 630 billion in 2023 to about USD
1.8 trillion by 2035, equating to 9% compound annual growth rate. Within that, the
on-orbit satellite-servicing market is projected to more than double from USD 2.4
billion in 2023 to USD 5.1 billion by 2030 (11% compound annual growth rate).
NATO’s approach-to-space policy underscores the requirement for persistent domain
awareness and reliable access to space services to support all-domain operations.
The intersection of these commercial growth areas with the Alliance’s capability need
defines a clear dual-use opportunity for innovators.
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9. Autonomy and Unmanned Systems

1. Challenge Summary: Unmanned systems across air, land, sea, and undersea
domains ("UAVs”, "UGVs”, "USVs”, and “"UUVs"”) have become increasingly prevalent
in both Alliance operations and civilian applications. These platforms deliver
transformative and rapidly advancing capabilities, unlocking a broad range of tactical
and strategic opportunities. However, they also introduce a dynamic set of
challenges, including new operational concepts, evolving training requirements, and
complex sustainment needs. At the same time, there is a growing imperative to
detect and counter adversarial unmanned systems. The Alliance is actively seeking
innovative autonomous technologies and effective countermeasures to enhance
protection against the full spectrum of unmanned systems (“"UxS”).

2. Illustrative scenario: A coastal nuclear plant near a major commercial harbour
is under the jurisdiction of local authorities. There is a persistent threat of deliberate
or accidental UxS incursion across land, sea, and air, whether interfering with
authorised sensor and communications systems, imaging sensitive areas, or even
colliding with critical infrastructure assets. Due to its strategic importance and
potential risks, the protection of this facility involves cooperation between local law
enforcement, military coalition assets, and specialised security teams. A complex
network of sensors from fixed and moving assets shares data across a mesh network,
feeding fusion algorithms throughout the distributed computing cloud to detect
unexpected incursions into the controlled spaces. The sensors and vehicles are
always improving, so there is a need for faster and cheaper sustainment of the
vehicles and training of the operators.

3. Exemplar Enabling Technologies: The following list provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Technological Integration

o New cooperative sensors with high target detection, recognition, identification
and tracking performance, combined with low probability of intercept, to be
deployed on multiple platforms for enhanced situational awareness against
UxS.

o Solutions for integrating diverse sensor data from different platforms including
UAVs, UGVs, and UUVs to create a comprehensive situational awareness
picture.

o Machine learning solutions to analyse vast amounts of data in real-time,
predicting adversary movements and optimising resource allocation.
Algorithms for autonomous navigation, adaption and decision making of UxS
swarms in contested, GPS-denied, dynamic and extreme environments.
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o Robust artificial intelligence (AI) systems capable of real-time decision-making
and adaptation to dynamic mission parameters and threats, ensuring reliable
operation in environments with limited or no GPS signals.

Resilience and Robustness

o Measures to detect and counter cyber and jamming threats targeting UxS
platforms. This ensures the integrity and reliability of communication
networks, reducing the risk of operational disruption.

o UxS platforms with redundant systems and robust physical structures to
withstand environmental stresses and physical attacks.

o Materials and structures that improve UxS durability and resistance to physical
damage.

o Lightweight and modular energy storage and efficient propulsion systems to
extend UxS operational endurance and range.

o Alternative energy sources, such as solar power or hydrogen fuel cells, for
sustained UxS operations.

o Intuitive interfaces that enhance human-machine collaboration, allowing
operators to effectively manage and leverage UxS capabilities.

Countering Adversary UxS
o Deploying autonomous systems equipped with machine learning algorithms to
detect, track, and predict adversary UxS threats.
o UxS platforms with electronic warfare capabilities to jam and disrupt adversary
UxS communication and navigation systems or kinetically disable and destroy
adversary UxS.

4. Adoption and traction: Multiple NATO stakeholders have identified coordinated
UxS swarms, and the technologies needed to detect and defeat unmanned systems
at both platform and swarm level, as critical capability needs. Commercial trends
point the same way: the global UAV market is projected to rise from USD 36.4 billion
in 2024 to about USD 125.9 billion by 2032 (17% compound annual growth rate) and
the counter-drone market is expected to expand from USD 2.16 billion to USD 7.05
billion between 2024 and 2029 (27% compound annual growth rate). The alignment
of these growth trajectories with the Alliance’s identified needs defines a clear dual-
use context for innovators in autonomy, interoperability and swarm mitigation.
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10. Data Assisted Decision Making

1. Challenge Summary: Advances in sensors, communications and computation
have led to a vast amount of data being collected throughout both civilian and military
operations. However, due to the complexity of dynamic environments and diversity
of sources, this data is frequently unfiltered and unstructured. Effective data fusion
is therefore required for big data algorithms to extract meaningful insights and
correlations. Digital modelling, simulation and prediction tools must utilise these
diverse data to inform machine learning algorithms for effective automated decision
making in dynamic environments. Integrating the derived information into a single
interactive display, optimised to empower human situational awareness and decision
making, is also challenging due to the inhomogeneity of sources and formats. From
collection to user interpretation, maintaining the authenticity, traceability and
veracity of data and information is critical for decision makers to meet their
objectives. To address these challenges, the Alliance seeks integrated dual-use digital
solutions to enable data assisted decision making.

2. Illustrative Scenario: A major flood has affected both airbase operations and
civilian production facilities in an area known to be at risk for natural disasters. The
military must coordinate with civilian agencies to decide on resource distribution. A
digital twin of the region has been developed and is being refreshed with the latest
data to understand movement hot spots and prioritise recovery efforts. Data
regarding the event are being shared from multiple different sources, both civilian
and military, so interoperability is critical. Large language models and other digital
tools are used for data fusion and visualisation, to enable effective decision making
for operations. When operations are restored, the digital twins allow for faster-than
real-time simulation to optimise airbase sortie generation and factory production.
Artificial intelligence (AI) algorithms predict both supply chain fluctuations and
adversary movements. Meanwhile misinformation is rife about the event, so data is
digitally tagged and tracked through post-processing and data fusion algorithms to
trace its provenance.

3. Exemplar Enabling Technologies: The following lists provides illustrative
examples of technologies that might provide solutions to this challenge. Please note
that the list is not intended to be exhaustive; DIANA encourages innovators to think
creatively about novel solutions that extend beyond it.

Data Fusion and Visualisation Tools

o Sensor and data fusion technologies to integrate data from various platforms,
including autonomous platforms, satellites, and ground sensors, and from
different sources, formats, and security classifications.

o Analytics, algorithms, artificial intelligence and causal models to process and
interpret large volumes of data, providing actionable and causality-based
intelligence and predictive insights, including open-source tools.

o Operational picture display tools that are intuitive and interactive, to enable
better visualisation and understanding of the operational environment.
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Simulation and Modelling

o Computational, theory-informed machine-learning and mathematical models
for developing adaptive strategies and decision-support systems that enable
rapid response to changing operational conditions.

o Applications for implementing personalised training programs to select and
prepare personnel for a wide range of scenarios and threats.

o Development of augmented or virtual reality to create realistic simulations for
training personnel for a wide range of scenarios and threats.

o Holistic civil-military battle-theatre models able to simulate critical civil-
military interfaces such as healthcare systems, trainlines, and power grids.

o Digital twins and agent-based models to simulate and model a wide range of
scenarios and threats, and complement wargaming

Social Terrain Mapping

o Predictive models, zero trust data sharing technologies, decentralised identity
management and other digital tools to identify, understand and counter
disinformation.

o Tools for data scraping and analysis of historic events to understand the social
response to a wide range of scenarios and threats.

o Internet-of-Things technologies connecting multiple devices and sensors to
provide real-time monitoring and control, enable interoperability and
communication between different organisations, and applications to provide
social terrain mapping information.

For resilient communications and networking technologies, refer to the Advanced
Communication Technologies challenge.

4. Adoption and Traction: Accurate decision making increasingly hinges on fusing
and visualising heterogeneous data streams. The global digital-twin market was
valued at about USD 25 billion in 2024 and is projected to reach roughly USD 156
billion by 2030 (34% compound annual growth rate). In defence, AI applied to
aerospace and military systems stood at USD 22 billion in 2023 and is expected to
exceed USD 40 billion by 2030, growing at nearly 10 % a year. NATO’s 2024 Digital
Transformation Implementation Strategy identifies real-time data fusion,
interoperable models and data-driven decision aids as essential enablers for multi-
domain operations and crisis response. The convergence of these commercial
trajectories with the Alliance’s stated capability gap frames a clear dual-use
opportunity for innovators.
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