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Multidomain Sensing and Advanced Data 
Processing for Intelligence and Surveillance 

   

1. Challenge Summary: The ability to detect, monitor, and observe activity across 
land, air, maritime, cyber, and space domains is critical to collective defence, security 
and resilience. Governments and operators increasingly rely on diverse sensing 
systems to support airspace management, infrastructure protection, environmental 
monitoring, crisis response, and situational awareness in complex operational 
environments. 

In practice, sensing and surveillance are constrained by fragmented sensor 
networks, degraded or disrupted communications, and environments characterised 
by congestion, interference, deception, or concealment. Individual sensing systems 
often provide only partial or context-dependent insight. When data cannot be 
shared, combined, or assessed collectively, gaps in coverage, confidence, and 
persistence limit situational awareness and hinder the generation of a coherent 
Common Operational Picture (COP). 

The Alliance seeks multidomain sensing and advanced data processing for 
intelligence and surveillance. It addresses solutions that improve how data is 
sensed, transferred, integrated, and exploited across heterogeneous sensors, 
systems, and domains, supporting reliable COP generation across organisations 
and nations. Relevant approaches may operate at the sensor edge, within 
distributed networks, or at fusion and decision support nodes. 

2. Illustrative Scenario: An Allied country is responsible for monitoring activity in 
the airspace surrounding major cities, transport hubs, and critical infrastructure. 
During a major public event, a surge in uncoordinated drone detections is reported 
near civilian airports and energy facilities, coinciding with dense commercial air 
traffic and increased regional tension. Authorities must rapidly distinguish safety 
incidents from potential security threats while maintaining normal civilian 
operations. 
 
Information is collected from a wide range of sources, including ground-based 
radars, passive radio frequency and infrared sensors, airborne platforms, satellites, 
and data shared by neighbouring nations and civilian authorities. Each sensing 
system provides valuable insight under specific conditions, but no single source 
offers sufficient coverage, confidence, or persistence on its own, particularly in 
congested or degraded environments. 
 
By enabling data from multiple sensors, systems, and stakeholders to be shared, 
correlated, and assessed collectively, advanced sensing and data-processing 
solutions support the generation of a more reliable Common Operational Picture. 
This integrated view reduces false alarms, improves detection confidence, and 
enables timely, coordinated response and decision-making. 
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3. Exemplar Enabling Technologies: The following list provides illustrative 
examples of technologies that may contribute to this challenge. The list is not 
exhaustive, and NATO DIANA encourages integrated and novel approaches that 
extend beyond it: 
 
Multidomain Sensing and Communications 

o Multidomain and multi-sensor solutions that detect, track, and monitor 
objects, activities, or anomalies across land, air, maritime, cyber, and space 
domains. 

o Secure, resilient, and adaptive communications technologies that enable 
intelligence and surveillance data sharing across contested, congested, or 
degraded electromagnetic and cyber environments. 

o Novel sensing approaches, including passive, distributed, or emerging 
sensing modalities, that improve detection, persistence, and survivability 
under interference or adversary countermeasures. 

o Applications relevant to Earth observation, airborne and maritime 
surveillance, electromagnetic and cyber sensing, and space-based 
monitoring, including capabilities associated with signals intelligence, 
imagery intelligence, communications intelligence, space situational 
awareness, and space domain awareness. 

 
Advanced Data Processing and Fusion 

o Artificial intelligence enabled analytics to filter noise, correlate 
heterogeneous data, detect patterns, and support tracking, classification, and 
assessment across large scale intelligence and surveillance data sets. 

o Edge and distributed computing technologies that allow data to be 
processed close to the sensor or user, reducing latency and dependence on 
centralised infrastructure. 

o Data management, labelling, and metadata solutions that improve 
interoperability, trust, discoverability, and reuse of intelligence and 
surveillance data across systems and nations. 

 
Intelligence and Surveillance Decision Support 

o Tools that support intelligence analysis, prioritisation, alerting, and 
assessment to inform decision-making across echelons. 

o Data-centric architectures that enable flexible integration of sensing and 
intelligence outputs into command-and-control systems. 

o Cross-domain cueing and correlation solutions that allow information 
collected in one domain to enhance intelligence and surveillance in another. 

 
 


